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CyberSense: Confidence, Accuracy and Intelligence
Empowering Data Integrity for Smarter Recovery from Ransomware

The impact of ransomware is devastating. When

an attack strikes, it can cripple an organization

by halting daily operations, resulting in significant
financial losses. In 2024 alone, the average cost of

a ransomware attack was over $4 million (151v),
including prevention measures, detection, escalation,
notification, post-breach response, and lost business.
It did not include any ransomware payments, which
increased by 50% (May 2024 Sophos).

What's more challenging is that ransomware
attacks are evolving faster than traditional security
solutions can keep up. Cybercriminals leverage

Al, targeted exploits, advanced variants, and
polymorphic malware to bypass detection, making
it increasingly difficult for organizations to ensure
data integrity. When a ransomware attack occurs,
organizations need to trust they have a clean copy
of data to recover from to resume operations.
Without this, recovery becomes costly, time-
consuming, and ineffective.

The Power of CyberSense

CyberSense is an Al-powered data indexing and
analytics engine designed to detect data corruption
caused by ransomware in backups and snapshots.
CyberSense ensures the integrity of the data it scans,
including core infrastructure, production databases,
and critical documents, instilling confidence that
data is clean from malicious corruption.

All data indexed with CyberSense is inspected using
over 200 content-based analytics indicative of
ransomware corruption to see how data is changing.
CyberSense employs highly trained Al models

to generate alerts with 99.99% accuracy when
corruption is detected. CyberSense detects mass
deletions, encryption, and other suspicious changes
in core infrastructure (including Active Directory,
DNS, etc.), file repositories, file systems, and critical
databases resulting from sophisticated attacks.
Detailed forensic reports furnish the intelligence
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necessary for expedited recovery with minimal data
loss. With CyberSense, organizations gain:

» Confidence: Ensure data integrity through
continuous monitoring of primary and data
protection storage.

* Accuracy: Detects ransomware corruption with
99.99% accuracy via extensive Al training on live
ransomware variant behavior.

* Intelligence: Empower rapid and smarter
recovery with extensive insights before and after
an attack to minimize downtime and data loss.

Unified Data Integrity Across Storage
and Data Protection

CyberSense integrates with data protection and
storage solutions to validate data integrity and
detect corruption from ransomware. Additionally,
CyberSense provides valuable information to
forensically analyze the attack and ensure an
intelligent and rapid recovery with the aim of
minimizing downtime and data loss.

By leveraging continuous learning and Al to perform
deep content inspection, CyberSense achieves
unprecedented accuracy when detecting data
corruption. CyberSense has a 99.99% verified rate
for accurate detection of ransomware corruption,
validated by Enterprise Strategy Group (ESG).

Proactive Detection
of Unusual Activity

CyberSense provides a proactive approach to
ensuring data integrity against insider threats and
external bad actors with customizable data threshold
alerts. These alerts are based on metadata and
content changes to files and can be created based
on the quantity or percentage changes of modified
files, altered file type, added/deleted files, or entropy
or encryption across any host.
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https://www.ibm.com/reports/data-breach
https://assets.sophos.com/X24WTUEQ/at/64v6328tc7zk9444kvzrs26/sophos-cyber-insurance-and-cyber-defenses-2024-wp.pdf
https://www.indexengines.com/esgvalidation

For enhanced proactive monitoring, Advanced Threshold Alerts
allows for the generation of alerts when specific files exhibit unusual
behavior. Common scenarios for leveraging this alerting includes
defining honeypots or decoy files/folders to monitor for abnormal
activity, as well as monitoring sentinel files expected to remain
unchanged and alerting on any encryption or alterations.

CyberSense relies on data behavior,
not known variants 0

Even with sophisticated prevention measures in place, ransomware

and malware attacks are inevitable. While CyberSense can't

directly detect a software vulnerability, it accurately identifies signs

of an attack. CyberSense detects both slow and zero-day types of

attacks by monitoring how data changes and distinguishing these .
changes from normal user behavior.

While ransomware evolves by creating new variants and signatures

and finding new ways to get into your data center, there are only so

many ways ransomware can affect data. CyberSense uses Al to

make probabilistic decisions on whether the behavior of analyzed °
data represents normal user activity or that of ransomware with

99.99% accuracy.

By detecting new variants based on behavior, CyberSense
eliminates the need for constant updates, signature scans or
emergency patches. Of course, CyberSense supports custom
malware signatures and YARA rules as well.
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For more information, contact your Index Engines representative or
visit: www.indexengines.com/cybersense

Key Features

Full-Content Indexing:
Byte-level analysis that
helps identify even the most
sophisticated ransomware
behaviors.

Highly Trained
Al-Analytics Engine:
Trained on 10s of millions of
data sets and over 7,000
actual ransomware variants.

Support for All Data Types:
CyberSense supports all data
types, including the deep
inspection of database pages
and VM data stores.

Custom Detection:

Custom YARA rules and
malware signatures allow
users to detect known behavior
fromn ransomware or internal
bad actors.

Post-Attack

Forensic Reporting:
Comprehensive, intuitive
dashboard presents the type of
attack, the blast radius, the time
of the attack and a view of clean
and compromised backups.

Powers SIEM/SOAR:

Provides detailed forensic
analysis of corrupted files,
enabling a curated recovery
process as well as telemetry data
to protect against future attacks.
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